Process-based fraud (PBF) 
Introduction
Companies utilize fraud detection methods to defend against fraudulent attacks. Fraud has become a significant apprehension because it is the main cause of losses in companies and organizations [1] . It is predicted that fraud causes a forfeit of approximately 5% of their annual revenue. Fraud has generated more than 70 trillion dollars in losses [2] .
Since anti-fraud systems are not able to detect every case of fraud, companies will potentially continue to endure more financial losses. Therefore, they need to implement a more accurate fraud detection system. Moreover, it is likely to detect fraud if the early caution system works well. For instance, if a deviation from the standard operating procedures (SOP) performed by an employee is identified timely, the company can change the work pattern to minimize the possibility of fraud. In such cases, process mining constitutes a method of testing the conformity of the actual business process to the SOP [3] .
Fraud detection through data mining has been researched for several years in various ways. For example, by utilizing a Neural Network algorithm [4] , the Dempster-Shafer theory and Bayesian Learning algorithms [5] , a Self-organizing Maps algorithm [6] , classification models [7] , web service collaboration [8] , and empirical analysis [9] . Furthermore, fraud detection through process mining has been done utilizing control flow analysis, role analysis and performance analysis [3, 10, 11] , hybrid Association Rule Learning (ARL) and process mining [12] , and fuzzy Multi Attribute Decision Making [13] .
These previous studies, however, only considered attribute values and attribute importance weights. Here, PBF detection is based on SOP deviation (attribute value and attribute importance weights), although in fact not all deviations are fraud, as debated by experts. As a result, fraud may not be decided by deviation from the SOP only. Hence, we propose an originator behavior model to investigate the SOP deviation of a case. Process mining methods are implemented to analyze both the business processes and the behavior of the originator who perfor med an event. This analysis tests whether events deviate from the SOP. Based on this analysis, we calculate the weight of the relations and the behavior of the originator. In addition, this research considers attribute value, attribute importance weight an d originator behavior. We hypothesize that the degree of membership of originator behavior can supply the deviation weight. Finally, the weight of deviation can be utilized to decide whether the deviation points to fraud or not. Based on this, we believe that originator behavior is suitable to use for detecting fraud, especially in the case of low or middle deviation levels.
Previous Works
It is difficult for companies not only to detect fraud, but also to minimize their losses caused by it [1] . Fraud in a business process can be analyzed by process mining, including event sequence, performance, role analysis and control flow [3] . Detection is done by utilizing Association Rule Learning (data mining) and hybrid methods (e.g. combinations of process mining and data mining). Based on the respective business processes, the outcomes are analyzed to identify their deviation of SOP [10] [11] [12] [13] .
Fraud mitigation using process mining has first been proposed in [3] . This method comprises a number of steps: control flow analysis, role analysis and performance analysis, which are applied to investigate deviations from the business processes. Even though it does not provide an algorithm for implementation, this work proved that fraud in business processes can be detected by process mining.
In [10] , tools for implementation of PBF detection are proposed using the 1+5+1 concept. In more detail, this consists of: (1) log preparation + (5) {a} log analysis, {b} performance analysis, {c} social analysis, {d} conformance analysis, {e} process analysis using sorting, summarization, joining and aging, filters, summarization + (1) refocusing and iteration. The authors do not explain the forms of PBF. Furthermore, the establishment of suspected fraud is not computed but carried out by experts. Similar to the previous study, it proves that fraud in some business process models can be detected by process mining.
A combination of process mining and an ARL algorithm (a hybrid method) has been proposed in [12] . Process mining was employed to analyze deviation from the SOP, while an ARL algorithm was applied to identify fraudulent behavior. Rules for compliance checking were generated by expert opinion about Association Rule Learning. The authors considered attributed weights for detecting fraud, which was done subjectively.
In [13] , the authors proposed fuzzy Multi Attribute Decision Making for PBF rating. Process mining was utilized for analyzing the conformity of business processes with the SOP. An event execution deviating from the SOP was labeled with a PBF attribute. Further, using fuzzy MADM, the PBF attributes of a case were decided as fraud or not. Here, PBF rating was employed for fraud mitigation, with constant updating of the weight of fraud. The study proved that fuzzy MADM is able to detect low deviations. However, the behavior of the originator who performs an event was not analyzed for weighing SOP deviation.
Process-based Fraud Detection Method
Process mining for information retrieval focuses on event logs [12] [13] [14] [15] [16] . The processes that are performed within an information system are recorded in event logs. The format of the information is: event name, case code, event code, date and time of event execution, and originator name.
The process mining consists of: conformance checking, discovery, and enhancement [17, 18] . Conformance checking is used to analyze the prevalence of a process instance/case in a process model [19, 20] . Comparison between cases in the event logs and a process model has been proposed in [3] . This work concerns the development of the conformance method for fraud detection. It used statistical tools to analyze the business process.
Process Mining for Fraud Detection
Detecting PBF in business processes can be done from three different angles, i.e. business process, business role, and organization. Hence, PBF detection can be performed by comparing different business processes with respective models, or by analyzing any process that deviates from the business role, or by analyzing the behavior from any originator to see if it deviates from the segregation of duties (SOD) or separation of work [11] .
There are some advantages to the utilization of process mining for PBF detection. For example, the conformance method can be employed to test the conformity of business processes with SOP. In addition, this method is able to detect the occurrence of event skip and indicates it as suspicious [13] . Furthermore, it also has the capability of analyzing and controlling the flow of business processes along with their sequence. Similar to the previous methods, if a process deviates from the standard sequence of processes, it is classified as suspicious [3] .
Process mining can be applied to review parallel events, wrong duty, the execution time of an event, and wrong pattern. In this case, an event whose execution time is shorter than the standard execution time is indicated as suspicious. Also, events whose execution pattern is different from the SOP are labeled as suspicious. Like [13] , deviations from segregation of duty are put in the suspicious group.
PBF Attributes
In the present study conformance methods were employed for testing the conformity of the business processes of a number of cases with the SOP. If a process deviated from the SOP, it was labeled as a PBF attribute. PBF attributes are types of deviations from the SOP. In [13] , the authors proposed eleven PBF attributes, i.e. skip sequence, skip decision, throughput time min, throughput time max, wrong resource, wrong decision, wrong duty sequence, wrong duty decision, wrong duty combine, wrong pattern, and parallel event. For example, if an originator performs an event for which he/she does not have the proper authority, it fulfills the wrong resource attribute. Furthermore, if an event execution jump conforms with the sequence of event execution in the SOP, it fulfills the skip sequence or decision attribute. A detailed description and samples of PBF attributes are presented in [13] .
PBF Attribute Importance Weights
Study [13] proposed PBF attribute importance weights to identify cases with a low deviation level. Expert opinion was used with the modified digital logic (MDL) method for assessing attribute importance, which resulted in attribute importance weights. Table  II shows the attribute importance weights of the PBF attributes.
Originator Behavior Model
Personal behavior influences other employees within an organization [21] , the impact of which depends on the relational weight. In a social network, the relational weight method can be used to measure personal relations. In [22] , the authors propose methods to analyze relations in a social network. The weight of a relation is decided based on the distance between the respective originators. If the distance between them is one, Eq. (1) is used calculate its weight; if it is more than one, Eq. (2) is applied [22] .
(1)
To obtain linguistic labels for originator behavior, we consulted experts. The value of originator behavior in each case was determined based on expert opinion and a training dataset. This resulted in a categorization according to five linguistic labels: 'very good', 'good', 'fair', 'bad' and 'very bad'.
Hence, we can distinguish two kinds of behavior, good and bad, which are used to limit user authority. The labels 'good' and 'very good' provide the authority to execute events, while 'bad' and 'very bad' do not. Users need a year to change their behavior from bad to good, as argued by experts. Based on this, we set the period of shift in behavior weight to one year. Additionally, behavior weight may increase or decrease, depending on the event execution. If an execution conforms with the SOP, the weight goes up, and goes down if it does not conform. Furthermore, by considering the effect of relations within a social network, relation weight is employed in the behavior model. Hence, we propose to express the behavior model in the following equation:
where G is the weight for good behavior, B is the weight for bad behavior, EVc is total of events for one period, Et is an event execution that conforms with the SOP, Ef is an event execution that deviates from the SOP, Stk is an event execution that conforms with the SOP and is done by an originator with relations, Sfk is an event execution that deviates from the SOP and is done by an originator with relations, R is the relation weight, and P is the originator.
Implementation of Methods
Our research decides the attribute value by multiplying the number of SOP deviations by the behavior weight. The process mining method is utilized for analyzing the business process and results in a number of SOP deviations along with the weight of the originator's behavior. Further, the number of deviations and the weight of the originator's behavior determine the attribute value for each originator. This value and the attribute importance weight are multiplied with each other to get the PBF rating. Figure (1 
Figure 1. Steps of PBF Detection
The main steps of PBF detection can be described as follows:
Step
Skip event analysis
This analysis is used to identify whether an event skips steps in comparison to the sequence diagram. This condition is detected by control flow analysis. The skip sequence and skip decision attributes are fulfilled when activity skipping has occurred.
Step 2 Throughput time analysis
An event execution that takes longer or shorter than the standard execution time is often indicative of PBF. The throughput time max or the throughput time min attributes are marked if the execution time of an event is longer or shorter than the standard execution time.
Step 3 Resource analysis
The level of authority is established in the SOP. The execution of an event has to conform to the level of authority. Every event must be performed by an originator (user). If an illegitimate originator performs an event, it is labeled with the wrong resource attribute.
Step 4 Decision analysis
This analysis identifies the originator who executes a decision event according to the SOP. An event must be performed by an originator who has the right authority. For example, the estimation of a credit plafond has to be done by a credit analyzer. If it is performed by a credit administrator, the wrong decision attribute is fulfilled.
Step 5 Segregation of duty analysis
Deviation from job segregation is analyzed. In case an originator performs more than one event, this is identified as a deviation. However, this method should only be applied in big companies. Deviation of job segregation fulfills either wrong duty decision, wrong duty combine or wrong duty sequence attribute.
Step 6 Wrong pattern analysis
The SOP specifies the sequence of events of a case. Deviation from the pattern occurs if the sequence of events execution is different from the SOP. This deviation fulfills the wrong pattern attribute.
Step 7 Parallel event analysis
Execution of parallel events is usually performed to reduce the job execution time. This type of performance, however, may also be marked as fraud. Our method proposes to analyze if a parallel event execution corresponds to the SOP. Execution of parallel events may denote an SOP deviation that has an effect on the parallel event attribute.
Step 8 Calculation of relation weight
The relation between originators in a social network is measured based on the distance between them in the event sequence stored in the event logs. The relation weight is affected by the sequence of events and the originator who runs the events. The relation weight is obtained with Eq. (1) and Eq. (2).
Step 9 Calculation of originator behavior
Originator behavior is influenced by the performance of the originator when he/she executes an event. The condition whether the execution deviates from the SOP or not will affect originator behavior. Furthermore, the performance of the originator will also affect the originator behavior of other originators who have a relation with him/her within the organization. The behavior weight is obtained by applying Eq. (3).
Step 10 Weight value of deviation
Analyzing the business process of a case reveals whether processes deviated from the SOP or not. If a process deviated from the SOP, this affects the number of deviations. For determining the attribute value, the number of deviations is converted to deviation weight. The conversion method uses the deviation weight method from [23] . Table 1 shows the membership function of deviation weight.
Step 11 Attribute importance weight
In this research, eleven attributes of PBF were used. An expert assessed the attribute importance weights by using Modified Digital Logic (MDL) [13] . The membership function of the attribute importance weights is shown in Table 2 .
Step 12 Weighting attribute value
The attribute value is the weight of an SOP deviation. In previous studies, the attribute value was decided only by considering the number of SOP deviations and the attribute importance weights. To better the accuracy of PBF detection, here, the attribute value is calculated from the number of SOP deviations, originator behavior and attribute importance weights. By utilizing the membership function in Table 3 , the originator behavior is converted to a fuzzy set. Additionally, the inference attribute value of the number of SOP deviations and the originator behavior is applied to the rule behavior. Also, rules of attribute importance result in the attribute value of a case, which is defuzzified to produce the crisp value [13] .
Step 13 Determination of attribute value for each PBF attribute
The attribute values of each case were grouped according to the PBF attributes (e.g. skip sequence was performed in 1 case by 2 originators: Michael and David; throughput time min was run by 3 originators; these occurrences were grouped to the skip sequence and the throughput time min attribute respectively). Assessing the attribute values was done by using Eq. (4). This method results in an attribute rating that is used to determine the PBF rating. 
Experimental Design
The experimental data of this research were aggregated from event logs of credit applications, which were obtained from a large bank, covering the years 2011-2013. The data comprise 57.733 events/records in 1857 cases for testing and 38.490 events/records in 1147 cases for training.
An evaluation of the proposed PBF detection method was performed for two scenarios: (1) analyzing the testing dataset without behavior model, (2) analyzing the testing dataset with behavior model. In addition, experts reviewed the testing dataset using their own method. Evaluation of the false discovery rate and accuracy of both methods was applied to identify the advantages of each method. Eq. (6) was used to calculate accuracy, while Eq. (7) and Eq. (8) were used to calculate sensitivity and specifity, respectively.
We used a behavior model to investigate whether low or middle levels of SOP deviation could be identified as fraud or not. We evaluated the utilization of this behavior model to analyze the test dataset. Process mining methods, including skip analysis, wrong resource analysis, throughput time analysis, wrong duty analysis, parallel event analysis and pattern analysis, were used to analyze the test dataset. In this research, a PBF rating of 0.01-0.4 was identified as not fraud and hence a PBF rating higher than 0.4 was identified as fraud.
Process mining was applied to the training dataset to test the conformity of the business processes of each case to the SOP. Event execution conforming to or deviating from the SOP will affect the behavior of the originator who performs the event. Relation weight is influenced by the originator that runs the sequence of events of cases in the event logs [16] . Performing an event conforms to or violates the SOP, which affects the originator who executes the event and other originators who have a relation with her/him. Eq. (3) was utilized to gain originator behavior, while Eq. (1) and Eq. (2) were applied to get the relation weight. Evaluation of the training set resulted in originator behavior and relation weight, which were used to evaluate the originator who executes an event in the test dataset. Table 5 and Table 6 show an example of originator behavior and relation weight, respectively. 
Experiment Results and Discussion
The measurement of the accuracy of the PBF detection methods employed the receiver operating characteristic (ROC). This framework measures the accuracy by making a distinction between true positives (TP), false positives (FP), true negatives (TN), and false negatives (FN). True positive means that the experts' and this method's results had the same outcome when a case was fraud. True negative means that the experts' and this method's result have the same outcome when a case is not fraud. If the experts identify fraud while the method does not identify fraud, this means a false negative. If the experts do not identify fraud while the method identifies fraud, this means a false positive.
Process mining methods, including skip analysis, throughput time analysis, resource analysis, wrong duty analysis, wrong decision analysis, wrong pattern analysis and event parallel analysis, were used to review the business processes in the test dataset. The PBF attributes are investigated to see if any events deviated from the SOP. Event execution, corresponding to or violating the SOP affects originator behavior. Meanwhile, sequence of originator influences the relation weight of the originator.
The evaluation of the test dataset resulted in 102 cases that deviated from the SOP. Case ID 3863 received one attribute label, i.e., throughput time max. Meanwhile, case ID 3870 received two attribute labels, i.e., skip decision and throughput time max, two and one, respectively. The outcome of the evaluation revealed that the maximum of skip sequence was two. Thus, the deviation weight of the throughput time min attribute was calculated by dividing the number of deviations with the maximum deviation of the attribute. Meanwhile, the maximum of throughput time max was four, meaning that the deviation weight of the throughput time max attribute was calculated by dividing the number of deviations with the maximum deviation of the attribute. For example, if a case had a throughput time min of 1, then the weight of the attribute was one fourth (¼ ). Meanwhile, if a case had 1 skip sequence attribute deviation, its deviation was one half (½ ). Table 7 presents examples of cases that deviated from the SOP. The relation weight and originator behavior should be updated corresponding to new performed events, so originator behavior can be used to determine the deviation value when a process deviated from the SOP. Furthermore, based on the deviation value, the behavior of the originator who performed the event, and the attribute importance weight, the value attributed to each originator was established. This was employed to determine the PBF rating, which indicates if an SOP deviation of a case was fraud or not.
The outcome of the reviewing process shows all deviations from the SOP in each case. The expert discussion revealed that the method without behavior model resulted in 38 true positives, 8 false positives, 11 false negatives, and 1090 true negatives. Meanwhile, the method with behavior model resulted in 49 cases true positives, 8 false positives, 0 false negatives, and 1090 true negatives. Applying Eq. (6), Eq. (7) and Eq. (8) without the behavior model, accuracy was 0.98, sensitivity was 0.77, and specificity was 0.99. Meanwhile, with the behavior model accuracy was 0.99, sensitivity was 1, and specificity was 0.99. The evaluation of the test dataset is summarized in Table 8 and the result of accuracy test is shown in Table 9 .
Comparing the results of the PBF detection method with and without behavior model proved that the behavior model was able to reduce the number of false positives and false negatives. This is because this method can detect deviating behavior of the originator. The behavior model for PBF detection also gave a better accuracy (0.01). Base on these findings, it can be concluded that there are advantages and disadvantages to using the behavior model for PBF detection, as denoted in Table 10 . 
Conclusion
We have proposed an originator behavior model for PBF rating since identifying low and middle deviation levels of fraud is still challenging. In this study, we have explored and reviewed the business processes in credit applications that contained low and middle deviation levels of fraud. Originator behavior and deviation value were utilized to decide the weight of the PBF attributes, while MADM was used to establish the PBF rating. The experiments showed that the proposed method with behavior model can lower the number of false positives and attain a higher accuracy (0.01) than without behavior model.
